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Abstract

With the advent of cloud computing and the increasing connectivity of devices at the edge of the
internet, closing feedback control loops over the cloud is becoming a reality. This is especially the case
when computationally expensive algorithms, such as model-predictive control for nonlinear plants, are used
to optimize performance. A major roadblock to closing feedback control loops over the cloud, however, is
ensuring privacy of the exchanged data. Further exacerbating this difficulty, is the need to minimize the
computational overhead of enforcing privacy so as not to degrade control performance. In this paper, we
propose several methods for enforcing data privacy using symmetry transformations. We address three
different scenarios: a) the cloud has no knowledge about the system being controlled; b) the cloud knows
what sensors and actuators the system employs but not the system dynamics; c) the cloud knows the system
dynamics, its sensors, and actuators. The proposed methods allow us, in all of these three scenarios, to
successfully execute control over the cloud without revealing private information (which information is
considered private depends on the considered scenario). The advantage of these methods lies in their
generality, which makes them applicable to wide class of systems and with low computational overhead.

1 Introduction

1.1 Motivation

In view of the recent proliferation of cloud computing, the idea of leveraging the power of cloud computing
for control, that we will refer as control over the cloud, has garnered wide attention in both industry and
academia. As opposed to traditional control wherein a controller is designed to be executed locally on the
plant, in control over the cloud, expensive control and optimization jobs are offloaded to the cloud.

Control over the cloud has several advantages, which include the possibility of outsourcing expensive com-
putational tasks to the cloud and the availability of global information from all of the cloud’s clients when
making control decisions. An illustrative example of the benefits of outsourcing computing is Model Predictive
Control (MPC) of complex plants. MPC usually involves solving complex optimization problems in real-time.
An experimental study corroborating feasibility of MPC over the cloud can be found in [1], where it was
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used in robot control. A study considering cloud-based MPC for a large-scale solar plant and the benefits of
outsourcing computational tasks can be found in [2]. The availability of global information in control over the
cloud can produce strong benefits in the scenario of traffic monitoring and management, as shown in [3]. In
this work, individual vehicles are considered as individual plants with the control task of efficiently arriving at
their respective destinations. In view of the fact that all vehicles share a common infrastructure, the anony-
mously collected data from each vehicle is used by a centralized controller to improve the overall performance
of the system. These, and many other, examples illustrate an some of the advantages that control over the
cloud is able to provide.

Despite all the benefits of control over the cloud, a growing number of current studies show that exposing exist-
ing systems to connectivity may lead to security vulnerabilities in a vast variety of applications [4][5][6][7][8][9].
Recently, a set of recommendations from the National Institute of Standards and Technology (NIST) [10] has
drawn attention to the rising number of cases of IoT attacks and called for the need of standardization of
CPS/I0T security. A vivid example of the vulnerability of control systems to attacks is an incident from 2010,
when a computer worm Stuxnet attacked numerous industrial control systems with a key strategic value to
certain nation states [11]. The examples above illustrate an increased concern by the CPS community with
the security and privacy of control systems and a growing need to develop effective solutions to address these
issues. Nonetheless, the body of work concerned with CPS/IoT security and/or privacy is still in its infancy.

The control-over-the-cloud architecture inherently allows the cloud to receive sensitive data about its clients,
who are forced to disclose it in exchange for a control action. This data can be reasonably viewed as a valuable
commodity and there exists the possibility that the cloud may use this data to infer private information about
the client [12]. Therefore, in this paper, the cloud is taken to be a curious but honest agent, meaning that it
tries to utilize the data it receives to its own benefit, while faithfully executing control over the plant.

A naive approach for ensuring privacy in control systems is to use traditional IT security, such as cryptographic
primitives and security protocols. However, as argued in [11], this approach is only a partial solution. First,
it would still leave systems vulnerable to adversaries, who somehow gained unauthorized access. While, in
the realm of pure information security, attacks have no physical consequences, this is no longer the case in
CPS/IoT, where a loss of privacy can have severe physical consequences in real world (e.g. failure on the
nuclear plant). Second, encryption solutions will most probably introduce significant delays in the feedback
loop, which would deteriorate the control system performance. This calls for privacy solutions that take into
account the specific nature and needs of control systems.

1.2 Related work

The existing literature on protecting privacy in control over the cloud can be classified into two types of
approaches: data encryption and data perturbation. Examples of data encryption technologies used in the
context of control systems include full or partial homomorphic encryption [13, 14, 15], data obfuscation [16],
and multi-party computation schemes [17]. Usually, the main roadblock in implementing data encryption in
real systems usually comes from the large computational overhead of these methods, vulnerability of some
schemes during distributing public keys, or a need to disclose some or all the information about the system.

Data perturbation, an idea widely studied in the context of statistical databases, has only very recently been
applied in control theory (see [18, 19]). The idea is to provide the cloud with perturbed aggregate information
about a group of systems, while ensuring that nobody can infer information about an individual system from it.
As opposed to a traditional binary notion of privacy (i.e., either private or not private), in data perturbation,
privacy changes continuously from total privacy to absence of privacy.



1.3 Contributions of this paper

While, as previously noted, ensuring privacy in control systems poses several difficulties due to the inherent
nature of the problem (e.g. timing constraints, physical impact on the real world), some specific features
of control systems can, in fact, be leveraged to solve the problem of privacy. In this paper, an alternative
approach to ensuring privacy in control systems is proposed that utilizes the notion of isomorphisms and
symmetries of control systems. The benefits of this approach include a significantly reduced computational
overhead, possibility of computation on encrypted data (like in homomorphic computation) and simplicity of
design.

When performing control-over-the-cloud, the client needs to provide the cloud with the plant model, the control
objective (e.g., a cost to be optimized and constraints), as well as sensor measurements. Our objective is to
keep this information private, and we consider three separate scenarios depending on the cloud knowledge:

1. the cloud has no knowledge about the plant, sensors, or actuators;

2. the cloud has no knowledge about the plant but knows its sensors and actuators (e.g., the cloud knows
that a house is equipped with a smart meter but does not know which appliances it contains);

3. the cloud knows the plant, its sensors, and actuators (e.g., traffic routing applications know the dynamics
of cars, their sensors and actuators).

Our results provide different privacy guarantees for each one of these scenarios in terms of an equivalence
relation induced by isomorphisms and symmetries of control systems. We leave it as a future work to produce
more detailed descriptions of these equivalence classes as this requires a careful analysis of symmetry groups
for control systems.

2 Problem Definition

2.1 Plant dynamics and control objective

To simplify the presentation all the results are described in the context of linear systems. Readers familiar
with nonlinear control will see that all the results extend to nonlinear systems, mutatis mutandis. We consider
discrete-time linear plants, denoted by ., and described by:

Tri1 = Az + Bug + ¢ (2.1)
Yk = C'rk + da

where A € R"*" B € R"*™ (C € RP*" ¢ € R", and d € RP describe the dynamics of the system, and
z € R", u e R™ and y € R? denote the state, input and output of the system, respectively.

To simplify notation, we lift every affine map into a linear map through the following construction:

- T A c| |z B . ~
Tpa1 = [ kfl} — [len 1] [f] + [0] u = ATy + Buy (2.2)

g = [Cd] ﬁ’“} = CFy.

In the remainder of the paper we will suppress the tilde for simplicity, however, the reader should keep in
mind that we are dealing with affine maps. We will refer to system (2.2) as the triple ¥ = (A4, B, C).



A triple {@k, uk, Y }ren is said to be a trajectory of X if it satisfies (2.1) for all £ € N.

In addition, for each plant, we define a cost function J : R® x (R™)N*1 — R for N € NU{+oc} that allows to
compare trajectories, thereby formulating different control objectives. In keeping with the linear framework,
we consider quadratic cost functions given by:

N

J(x,u) =Y Ani M Ay, (2.3)
k=0

_ *
where Ang = [ik i*] . The state =* and input v* denote the desired setpoint induced by the cost function.
o —

In addition to a cost, we also consider control objectives that require constraints to be satisfied at all times.
These constraints are defined by:

Dy <0, (2.4)

where 1, = [Jck uk]T. Note that, despite appearing to be linear constraints, the constraints above are in fact
affine, in view of the construction in (2.2).

2.2 Attack model and privacy objectives

We treat the plant as a curious but honest adversary. This means that the plant will follow the protocol
agreed upon, although it may seek to extract and leak confidential information.

The interaction between the plant and the cloud is performed in two steps. The first step is a handshake during
which the plant provides the cloud with a suitably modified version of the plant model, cost, and constraints.
In return, the cloud agrees to compute the input minimizing the provided cost, subject to the constraints.
This is done prior to the plant operation. The second step corresponds to the plant operation during which
the plant sends a suitably modified version of its measurements to the cloud. The cloud computes a new
input based on the received measurements and sends it to the plant, where it is suitably modified before being
applied to the plant.

In the previous paragraph we purposely used the vague expression “suitably modified”. Making this expression
more concrete requires that we first define the knowledge available to the plant. We consider the following
three scenarios.

Problem 2.1 (Scenario 1). Assuming the cloud has no knowledge about the plant:

1. how to modify the plant (A, B,C), cost J, and constraint matriz D in the handshaking phase;
2. how to modify the measurements sent to the plant, and

3. how to modify the inputs received from the plant,

so that the plant’s trajectory minimizes cost J in (2.3), while preventing the cloud from learning the plant
(A, B,C), the cost J, the constraint matriz D, and the plant’s trajectory {xy, ug, Yk b ren ?



Problem 2.2 (Scenario 2). Assuming the cloud has no knowledge about the plant except for knowing what
are the sensors and actuators:

1. how to modify the plant (A, B,C), cost J, and constraint matriz D in the handshaking phase;

2. how to modify the measurements sent to the plant, and

3. how to modify the inputs received from the plant,
so that the plant’s trajectory minimizes cost J in (2.3), while preventing the cloud from learning the plant
(A, B,C), the cost J, the constraint matriz D, or the plant’s trajectory {xk, uk, Y }ren ?
Problem 2.3 (Scenario 3). Assuming the cloud has complete knowledge about the plant dynamics, including
its sensors and actuators:

1. how to modify cost J, and constraint matriz D in the handshaking phase;

2. how to modify the measurements sent to the plant, and

3. how to modify the inputs received from the plant,

so that the plant’s trajectory minimizes cost J in (2.3), while preventing the cloud from learning the cost J,
the constraint matriz D, or the plant’s trajectory {xi, ug, Y }ren?

These problems are solved in Section 4 by utilizing isomorphisms and symmetries of control systems, defined
in Section 3.

3 Isomorphisms and
symmetries of control systems

In this section, we introduce the notions of isomorphism and symmetry of control systems along with several
technical results used in Section 4 to provide a solution to the problems described in Section 2.

An isomorphism of a control system consists of a change of coordinates, an invertible feedback, and a change
of coordinates in the space of outputs. In the context of linear systems, these transformations are linear
invertible maps.

Definition 3.1. Let ¥ = (A4, B,C) and AXA] = (A,B,C’) be linear control systems. The quadruple i) =
(P,F,G,S) is an isomorphism from ¥ to ¥, denoted by ¢~ = X, if P : R* — R", G : R™ — R™, and
S : RP — RP are invertible linear maps, F' : R™ — R is a linear map and:
> =4, = (P(A— BG 'F)P~!, PBG™!,SCP™)
= (A,B,C). (3.1)

The isomorphism takes the state z, input uj and output yj of system X to the state zj, input vi, and output
wg, of system X as follows:

Zk = P.l?k (3.2)
v = Fap + Guy, (33)
wE = Syk. (34)



We now study the effect of isomorphisms on the cost and constraints. This will be used in Section 4 to prevent
the cloud from learning the cost and constraints.

The effect of transformations (3.2)-(3.4) on n can be represented by:

N Azk _ P 0 ALEk _
ai- (3] - 2 0[5 = . 33)

Therefore, the cost function J can be expressed as a function of new states z and inputs v as follows:

N

J(z,0) =] =AM A, (3.6)
k=0

where M = L-TML!,

The same transformations can be applied to the constraints in (2.4):

Dy, <0, (3.7)

where D = 4, D = DL,
Observe that the set of isomorphisms of a given system X with function composition as a group operation

forms a group'. This allows us to define an equivalence relation between quadruples.

Definition 3.2. Let G be a subgroup of the group of all isomorphisms of ¥. Two quadruples (%, J, D, {x, uk, Yk }ren)
and (X, J, D, {zk, vk, wg }ren) are called ~g-equivalent if there exists an isomorphism ¢ € G such that
VX1 =g, J =¢.J, D =1,D and (3.2)-(3.4) hold for every k € N.

Among the isomorphisms of a control system 3, there is a special subgroup that we call the symmetries of X.
A general definition of symmetry can be given as follows:

Definition 3.3. Let ¥ be a linear control system. An isomorphism 1 of ¥ is said to be a symmetry of ¥ if
P2 = 2.

The notion of isomorphism was crafted to preserve properties of control systems. Among these, trajectories
are of special significance.

Lemma 3.4. If Y = ¢,.% and {zp, uk, Yk tren s a trajectory of 3, then {Pxy, Fxy + Gug, Syitren s a
trajectory of X.

Prqof Let us take zp = Pz and vy = Fx, + Gug and show that they are valid state and input trajectories
of X, respectively. This can be shown by induction. For k& = 1,:

= Azo + Bvo =

=P(A-BG~ 1F) P~ 'Pzy+ PBG Y (Fxo + Gug) =
= P[(A YFYag + BG ' Fay + Bug)] =

= P(ACUO + Buo) =

= Py,

LA composition of two isomorphisms is given by g 0 1 = (PaP1,GoFy + FoP1,G2G1,5251) and the inverse is given by
Y=t = (P}, -G7IFP,G71, 87



where we used transformations (3.2), (3.3) and (3.4).
Suppose that for k = ¢ it is true that z; = Px;. Let us show that this is true for all £ € N. Consider z;1. It
can be again shown using transformations (3.2), (3.3) and (3.4):
Zit1 = Azi + Bvi =

=P (A—-BG™'F) P 'Px; + PBG™!(Fz; + Gu;) =

= P[(A— BG™'F)z; + BG™'Fx; + Bu;)] =

= P(Az; + Bu;) =

= Px;1.

Hence, it is true for all k € N that if xy Aand uj are state and input trajectories of X, then z; = Pxj and
v = Fxp + Guy are valid trajectories of X.

Finally, we observe that:

wy, = Cz = SCP™' Py, = SCxj, = Syp.
O

The next result shows that when the cloud optimizes J and the plant replaces vy with ug, the resulting
sequence of inputs ug optimizes J.

Lemma 3.5. Suppose the cloud solves the optimization problem:

min J(Pz,v)

v

subject to ﬁn}c <0,

for the plant 3= .2 and this optimization problem has the unique solution v°. Then, the unique solution of
the optimization problem:
min J(x,u)
u
subject to Dn;, <0,
for the plant ¥ is given by u® = G~1(v° — Fx).
Proof. The proof of this statement is self-evident since both J and J represent the same function expressed

in terms of different variables.

To illustrate this, assume there exists some optimal u' # u°. That is, J(x,u') < J(z,u°). Define v! =
Fz 4+ Gu'. This implies that:

Jh) = J(u') < J(®) = J(v°).

which contradicts the fact that v° is the unique optimal solution of minJ.
v

Additionally, feasibility set of the given problems is the same. Since ﬁﬁk = DL 'Ly, = Dy
Diy, < 0 <= D, < 0.

O

The main reason for using isomorphisms is that the cloud is unable to distinguish between isomorphic systems.



Theorem 3.6. Any two quadruples (X, J, D, {x, vk, Y }en) and (XA],JA,ZA), {2k, Vi, Wi tren) of plants, costs,
constraints and trajectories, which are ~g-equivalent, are indistinguishable by the cloud.

Proof. Tt suffices to show that for any two isomorphic quadruples (2, J, D, {x, ug, yx } ren) and (2, J,D, {2k, Vi, W }en)
the cloud receives and sends the same data if the plant, cost, constraints, and trajectory is (X, J, D, {zx, uk, Yk t ren)
or (2, J, l)7 {Zk, Vi, wk}keN).

Let ¢ be an isomorphism such that 3, = s, Vid = J, and VD = D. If the plant is X, we send 9.X%,
1,J, and matrix ¥, D. If the plant is f), we send f], j, and matrix D. By Lemma 3.4, i takes trajectories
{Zk, uk, Yr L ren of X to trajectories {zg, v, Wi }ren of 1,2, therefore the cloud receives the same measurements.
In response, by Lemma 3.5, the cloud produces the same control inputs when the plant is 3 or 3.

O

The previous result shows the cloud will not be able to distinguish between any two plants, costs, constraints,
or trajectories belonging to the same equivalence class of the ~g-equivalence relation. In the next section we
detail how this result is applied to the three different scenarios.

4 Solving the control-over-the-cloud
privacy problem

The results from Section 3 allow us to construct a communication protocol between the plant and the cloud
that solves Problems 2.1-2.3. We start by detailing this protocol.

Algorithm 4.1. (Plant <= Cloud)

1. Phase 1: Handshaking
The plant encodes its dynamics, cost function and constraint matriz into Y=Y, j(z,v) = J(z,u)
and D = 1, D and sends them to the cloud.

2. Phase 2: Execution
Encoding: The plant periodically measures yi, encodes it into wy = Syi and sends it to the cloud.

Optimization: The cloud uses the received encoded measurement wy, estimates the plant state zy,, com-
putes the input vy minimizing J subject to the constraint Dn, < 0 and the dynamics 3, and sends vy, to
the plant.

Decoding: The plant decodes vy, to produce uy, using (3.3), and sends uy to the actuators.

This protocol will be used in all three scenarios, however, the isomorphism v will be chosen from a different
group in each case.

To illustrate the protocol on a specific example, we consider its performance for each of the scenarios on the
following discrete-time linear plant:

T1,k+1 = T2k
T2 k4+1 = Uk (41)
Y = T1,k,

where x; 5, denotes it" state variable at time k € N. Observe that this plant has a relative degree of 2 and it
is controllable and observable.



4.1 Keeping dynamics, state, and I/O private

Consider the first scenario in which the cloud does not know anything about the system. In this scenario, to
enforce privacy of the plant dynamics, cost, and constraints, the plant encodes this data using an isomorphism
v = (P,F,G,S) that can be regarded as a private key used to encode and decode the information exchanged
with the cloud. In the following result we denote by G the group of all isomorphisms of a control system X.

Corollary 4.2. Using the protocol described in Algorithm 4.1 and any isomorphism 1 € G, the following
holds:

1. the trajectory of the plant in closed loop with the cloud optimizes the cost J subject to the constraints
an' < 07‘

2. the cloud is not able to distinguish between (X, J, D, {xk, ur, Y }ken) and any other quadruple
(X, J, D, {zk, vk, wg tren) in the same equivalence class of the ~g-equivalence relation.

This result is a direct solution to Problem 2.1 stated earlier. The privacy guarantee in Corollary 4.2 is expressed
in terms of the equivalence classes of the ~g-equivalence relation. We leave for future work a more detailed
description of these equivalence classes and illustrate the result with system (4.1).

Example 4.3. Let us apply an arbitrary isomorphism v = (P, F, G, S) to the plant (4.1), where P € R2*2,
FeR™2 G cRand S € R. As a result, the cloud receives a quadruple (,.J, D, {2, v, wy tren), where
3= (/1, B, C‘) is given by (3.1), J is given by (3.6), and D is given by (3.7). To determine how much knowledge
the cloud can extract about the plant, we need to determine which properties of the plant remain invariant
under isomorphisms. Controllability, observability, and the relative degree remain invariant. Moreover, for
this example (because the relative degree is equal to the number of states), it is known from [20] that this is
a complete set of invariants. In other words, the cloud will not learn anything else beyond knowing the plant
is controllable, observable, and has relative degree 2.

The cost received by the plant is described by the matrix M = L TML-'. Since the cloud does not know
the matrix L (defined in (3.6)) it will not be able to compute M and the same happens with the constraint
matrix D.

Regarding the state x, the cloud will know that z; = P~ 'z, for an invertible transformation P, however,
the cloud will not be able to compute P and thus will not be able to recover xj. Similarly for the input and
output.

4.2 Keeping dynamics, state and I/O private when the cloud knows the plant’s
sensors and actuators

We now consider the scenario where the cloud does not know the dynamics but knows which sensors and
actuators will be used. Because of this knowledge, we can no longer use an arbitrary isomorphism since it
could lead to inputs and outputs that are not consistent with existing sensors and actuators. For example,
a linear combination of sensor measurements (dictated by an arbitrary invertible transformation S) may
result in values that cannot be produced by the existing sensors. Therefore, we need to restrict the group
of isomorphisms that will be used. We construct the relevant isomorphisms in two steps. In the first step,
we take any isomorphism ¢ of the form (P,0,1,I), where 0 and I denote the zero and identity matrices,
respectively, so as to leave the inputs and outputs unaltered while encoding the state and plant realization via
P. In the second step we encode the inputs and outputs using a symmetry . The resulting isomorphism is

then 5 0 ).

It can be shown that this set of isomorphisms stills forms a group that we denote by G,,.



Corollary 4.4. Using the protocol described in Algorithm 4.1 and any isomorphism ¢ € G, the following
holds:

1. the trajectory of the plant in closed loop with the cloud optimizes the cost J subject to the constraints
Dy, < 0;

2. the cloud is not able to distinguish between (X, J, D, {xk, ur, yr fren) and any other quadruple
(3, J, D,{zk, i, Wk }ren) in the same equivalence class of the ~¢,, -equivalence relation.

This result is a direct solution to Problem 2.2. Again, the privacy guarantee in Corollary 4.4 is expressed in
terms of the equivalence classes of the ~¢, -equivalence relation, but this time on a smaller group G,,.

Example 4.5. Let us apply any isomorphism ¢ = 5 o 11 to the plant (4.1), where ¢); = (P,0,1,1), P € R?X2,
Yo = (al,0,a,a) and a € R. Observe that 15 is a symmetry of system in (4.1). As a result, the cloud receives
3., J, and D where ¥ = (A, B, C) is given by (3.1), J is given by (3.6), and D is given by (3 7). To determine
how much knowledge the cloud can extract about the plant, we need to determine which properties of the
plant remain invariant under isomorphisms this set of isomorphisms. Since we are no longer changing the
input via (3.3), the cloud will learn the transfer function although not the particular realization of the plant.
This follows from the fact that ¢); does not change the transfer function, just the realization, and 1o will also
not change the transfer function (the a factor cancels out when computing the transfer function).

There is no change with respect to the first scenario in what regards the cloud’s knowledge about the state
and the output, however, the cloud will now learn more about the input since the vy = auy, i.e., the cloud
will learn the input up to a scalar multiple.

4.3 Keeping I/0 values private when a cloud knows both system dynamics and
its sensors and actuators

We now consider the scenario where the cloud knows both the dynamics and which sensors and actuators will
be used. Because of this knowledge, we can no longer use an arbitrary isomorphism since it could produce a
system, which is different from the one expected by the cloud, and could lead to inputs and outputs that are
not consistent with existing sensors.

Therefore, we need to further restrict the group of isomorphisms to the group of symmetries of control systems
that we denote by Gs.

Corollary 4.6. Using the protocol described in Algorithm 4.1 and ¢ € G, the following holds:

1. the trajectory of the plant in closed loop with the cloud optimizes the cost J subject to the constraints
Dmi, <0

2. the cloud is not able to distinguish between (X, J, D, {zk, ur, yx }ken) and any other quadruple
(3, J, D,{zk, vk, Wi }en) in the same equivalence class.

Problem 2.3 corresponds to the scenario where the cloud has the most knowledge and less information can be
kept private. We now illustrate the differences with respect to the previous cases.

Example 4.7. Let us apply the symmetry ¢ = (al,0,a, @) and « € R to the plant (4.1). Recalling that the
cloud already knows X, the cloud receives .J and D where J is given by (3.6) and D is given by (3.7). We also
note, due to the form of the symmetry 3 that M = al M and D = iD, i.e., the cost and constraints will be
known up to a scalar.

Similarly to the second scenario, the inputs and outputs will be known up to a scalar multiple, but differently
from the previous scenario, the state will be known up to a scalar multiple, in virtue of the matrix P being a
multiple of the identity.
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Conclusion

In this paper, the first steps towards using isomorphisms and symmetries of control systems to protect privacy
were presented. In a future paper we will provide a more concrete description of the privacy guarantees for
each subgroup of isomorphisms. This will require a careful analysis of the equivalence classes and may even
require extending the notion of isomorphism to include the Morse group [20].
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